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IREX un informafiva noturiba




Kas Ir IREX?

* |IREX ir globalas attistibas un izglitibas
organizacija, kura tiecas veidot
taisnigaku, labklajigaku un
ieklaujosaku pasauli

Cultivate
LEADERS at all

levels of society
[ ]

Engage
and empower

» Kops 2019. gada decembra IREX ir
neliels Baltijas birojs Riga, kas isteno
ASV Valsts departamenta Baltijas
Medijprafibas programmu

Strengthen
education, civic,

and governing QUALITY EDUCATION

and INFORMATION
* Orgnizacija strada 100 pasaules C Y
valstis. IREX prezidente ir Kristina Lorda -

jUnija pirmo reizi viesojas Latvija A I‘ ® 0




In free societies disinformation will always
get through no matter how many times we tweak




IREX “Learn to Discern” pieeja

Stiprinat pilsonu noturibu Atpazit naida runu un Izprast informacijas Skaidrot sabiedribas

pret dezinformaciju manipulaciju uztveres principus veselibas “infodemijas”
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Noverst vardarbigo Viedot noturibu pret
ekstréemismu sabiedribas polarizaciju

Sagatavot jaunas paaudzes —
digitalajai nakotnei % IREX




Ukrainas piemers: Learn to Discern




LEARN TO DISCERN

IN UKRAINE
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| earn to Discern in Schools
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Deep fake with Volodymyr Zelensky

Fake statements calling
on the Ukrainian people to lay down their arms

Russia hacked Ukrainian television,
claiming Zelensky had surrendered
“Ukrainians! Dear defenders! It turned out
that being a president is not such an easy
task.. | have to make a hard decision...”

Mikael Thalen &
@MikaelThalen

A deepfake of Ukrainian President Volodymyr
Zelensky calling on his soldiers to lay down their
weapons was reportedly uploaded to a hacked
Ukrainian news website today, per @Shayan86
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L2D methodology is proving vital during the war in Ukraine

Of L2D teachers surveyed: All answers; n=354

99% 90%
report that L2D helped discussed the topic of media helped other people
them navigate the and information literacy at least (family, friends, and
information space during once since the invasion with colleagues) analyze
the war. students, partners, and others. information.

‘ ‘ “I've been fighting online — | was striking hostile YouTube channels, reporting hostile pages on social
networks and messengers, posting true information about the war on the pages of educational,
cultural, and Russian science institutions on Google Maps, etc. | was trying to involve as many

educators as possible in this process.”
— L2D Ukraine teacher.
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* VeryVerified.eu Baltijas

valsfim - ipasi mediju
ietotajiem lgaunija, Latvija un
Lietuva 1Zveldots tiessaistes
KUrss medijpratiba. Tas ir
pleejams piecas valodas —
igaunu, latviedu, lietuviesu
Krievu un anglu.




* Merkis: likt jauniesiem (un ne
tikal) apzinaties Un izvértét
informacijas plismu sava
ikdiena un uzlabot prasmes
dezinformacijas un
propagandas atpazisana un
noversana.




Par pamatu VeryVerified.eu
Baltijas versijai izmantots
Ukraina 2015. gada izstadata
kursa saturs, ko Baltijas ekspert
pielagojusi, aktualiz&jusi un
papildingjusi ar jaunakajiem
Baltijas valstu piemé&riem un
kontekstu.




Espresso

Lidz 5 minitém

Maza kafijas kriize ar kodoligiem
aprakstiem un vizualajiem materialiem

9,

Kapucino

Lidz 15 minGtém

Detalizéti video un raksti, ko baudit kopa

ar kriziti kapuéino

)

Latte

Vairak nek3 15 miniites

Padzilinati apraksti un intervijas. Panem
lielu kafijas krGzi un izbaudi!




1. nodala -
mediju vide

Satura veidi
Fakti un viedokli

Emocionala iesaiste

Digitala labbutiba




2. nodala -
tradicionalie mediji
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Preses briviba




3. nodala -

socidlie mediji

Algoritmi

Influenceri

Datu aizsardziba
Kognitivie aizspriedumi

Reklamas ietekme







4. nodala -
manipulacija

Dezinformacija, kltdaina un
kaitnieciska informacija

Sensacionali virsaksti
Manipulafivi foto un video
Faktu parbaude




5. nodala - ko
es varu darmt?

Kopsavilkums
Medijprafibas ieteikumi
Care before you share
Digitalais detokss

Ari jUs varat iesaisfities — apgistot
kursu VeryVerified.eu individuali, ka
ari klUstot par medijpratibas
treneriem




Resurss Eiropas universitatem
’Resilience on the Front Lines: Russia’s

Global Information War on Ukraine”




Lecture Guide ‘“Resilience on the Front Lines: Russia’s Global
Information War on Ukraine”

Objectives:

« Inform the audience about the key tactics, instruments, and narratives used by
Kremlin propaganda before and during the war in Ukraine and explain their
real-world impact

« Present Ukraine’s experience in dealing with disinformation

« Encourage critical evaluation of messages about the war in Ukraine and
brainstorm ways to combat Kremlin disinformation
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Structure of the guide

Resilience on the Front Lines: Russia's Global Information War on Ukraine

About the lecture

This lecture is designed for university instructors, researchers, students, and other representatives of the academic community who are
involved in conducting sessions about the information war in Ukraine or would be interested in doing so.

It provides a brief overview of the goals, tactics, and key narratives of Kremlin disinformation before and during the war. In particular, the
guide is structured around three groups targeted by the Kremlin propaganda: Ukrainian, Russian, and Western audiences. The guide also
highlights some of the Ukrainian initiatives, projects, and tools developed to build resilience and counter disinformation.

The guide comes with a series of case studies and presentation slides to support the conduct of the session and make it interactive and
engaging. If conducted in full as planned, the session will last approximately 90 minutes. The guide is designed to be adaptable, and some
case studies may be omitted depending on the focus of the session and the academic goals of the instructor/presenter.

Although the guide was written primarily for the foreign academic community, any individual or group organizing informational and/or
awareness-raising events about the war in Ukraine will find useful information and practical insights in this guide.

Notes for the lecturer

This is a brief overview of goals and tactics of Kremlin disinformation before and during the war. The Kremlin continues to justify its
aggression and violations of international law by promoting false narratives and curating disinformation for various audiences. What we have
discussed today is just the tip of the iceberg. We believe that the best approach to mitigate its effect is to improve societies” abilities to
recognize and respond to disinformation. We hope that this guide will help you recognize Kremlin disinformation and stay alert during the
ongoing information war.

This lecture was created through a partnership between the Learn to Discern (L2D) project, which is implemented by IREX, and Filter, the
national media literacy project of the Ministry of Culture and Information Policy of Ukraine. Both projects receive support from the UK’s FCDO
Countering Disinformation and Media Development Programme. The content of this lecture does not necessarily reflect the views of or
represent the official positions of the Government of the United Kingdom, Government of Ukraine, or IREX.

04

~r ® '
Foreign, Commonwealth ip Oinbt
& Development Office ’);K(‘ IREX I fapemte P

weaiarpamomocti

S r— b

S e T o . Y —




Content of the guide

Four main sections:

« Kremlin propaganda in Ukraine

« Kremlin propaganda in Russia

« Kremlin propaganda in the West

 Ukrainian initiatives to counter Kremlin propaganda

« Case studies: a wide range to choose from

« Exercises and optional activities

« Presentation slides

« Approximate duration: up to 90 minutes

 Possible follow-up activities (joint sessions, Q&A, guest speakers etc)



Case study. Attempts to manipulate Russians

Nonna Fediunina
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(’ Alena Smirnova » CUNA B NPAB/AE @

TporatenbHoe $oTo. YKpanHCKue BOSHHbIE CracatT CTUPanbHYIO MalLUHY.
JKOEM NOCTbl «PyCcCKUe CONAaThl Mapoaepbl» & &

© QY 2

& Hpasuics s ewe 124

| EOT OHM HacTosiwme mapoaepst,
KOTOPbIE TEXHMKy BLIHOCAT, NETYXOR NO rOPOAAaM NOBSIT
¥ NO rPaXAAHCKUM CTPENSAIOT - BOOPYXEHHBIE CHNbI

YKpanmbil.
CmoTpeTs Bce kommenTapum (12) . . . .
— “What a touching photo. Ukrainian soldiers are
- 4 nment Shares . . . .
stealing the washing machine. Looking forward to the

“Here they are, the real looters, that take out posts like “Russian soldiers are looters.

the appliances, ... and shoot civilians - the
armed forces of Ukraine.”




Case study. Attempts to manipulate Russians

Ukrainian servicemen carry a washing machine as they help to relocate goods from a destroyed by shelling market in Kharkiv, Ukraine, Tuesday, March 15, 2022. (AP Photo/Andrew Marienko)




Kremlin propaganda in Ukraine



Kremlin propaganda goal: dividing Ukrainians

Since 2014, Russia is DISINFO: RUSSIAN LANGUAGE IS ENTIRELY FORBIDDEN IN
justifying aggression UKRAINE

under of the_premise of SUMMARY

“prOteCting the rights Of s Russinl B T — PUBLICATION/MEDIA

anguage was
e media in Russian was cancelled. —+ 60 minut @Rossiya 1 -

YouTube (Archived)

the Russian-speaking
population in Ukraine.”

False claims that Russian has been outlawed
entirely in Ukraine.

The Kremlin divides Ukrainians into a loyal
majority of “Little Russians, and a minority of
“nationalists” ruled by politicians corrupted by
Western influence


https://www.washingtonpost.com/world/transcript-putin-says-russia-will-protect-the-rights-of-russians-abroad/2014/03/18/432a1e60-ae99-11e3-a49e-76adc9210f19_story.html

Kremlin propaganda in Russia



Demonstration of the case. Tactics of Kremlin propaganda

Historical Revisionism
‘Brotherhood’/’one people’ narrative:

 ‘Russia is Ukraine’s elder brother’

 Ukraine is diverting from the family, we
must show them the true path
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Russian propagandists created a cartoon
depicting Kolya (that symbolizes Ukraine)
and Vanya (symbolized Russia) as brothers
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https://youtu.be/Y4hynBnq87M

Jautajums bija:
Ka veicinat informafivo noturibu demokratiska sabiedriba?

Misu atbilde: Informativa noturiba ir katra informacijas pateréetaja
atbildiba. Mes varam piedavat rikus, lai veicinatu kopejo
informativo noturibu.









