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Lesson objectives

‘Inform the audience about the key tactics,

INstruments, and narratives used by Kremlin
propaganda before and during the war in Ukraine and
explain their real-world impact

Present Ukraine's experience in dealing with Kremlin
disinformation

Encourage critical evaluation of messages about the
war In Ukraine and brainstorm ways to combat
Kremlin disinformation




Introduction



Case 1: Attempts to manipulate Ukrainians

. f )
MOJIbLIA AEMOPTHUPYET *° A R, Poland deporting
YKPAUHLLEB ks

Foreign Affairs

Ukrainians of

8= \
NPU3bIBHOTO BOSPACTA? ™ drafting age?" s e

Ministerstwo Spraw Zagranicznych Ukrainy wyraza swoj szacunek dia Ministerstwa Spraw
Zagranicznych Rzeczypospolite) Polskiej | uprzejmie informuje

Dzis Ukraina powstrzymuje ataki rosyjskiej machiny wojennej i chroni bezpieczenstwo nie
tylko swojego kraju, ale catego kontynentu europejskiego. Ofiarami zdradzieckiego ataku
rosji ofiarami juz zostaly dziesiatki tysiecy niewinnych obywateli, ktorzy stanell do walki z
agresorem

W zwiazku z tym prezydent Ukrainy postanowil o powrocie w Ukraing z zagranicy
obywateli pici meskiej w wieku poborowym, zdolnych stanac z bronia w reku, zeby bronic

BOEHHOEZS\EJ{/ OG03PEHUNE nie tylko swojej ojczyzny, ale | cale) Unii Europejskie).
Biorac powyzsze pod uwage, strona ukrainska prosi Rzad Rzeczypospolite] Polskie) o
) HOBOCTU BOOPYKEHWE WCTOPMA MHEHUA AHANWTUKA BWIEO HOBOE HA CAWTE podjecie decyz)il w sprawie przekazania wszystkich niezbednych Informacji o

przebywajacych na terytorium Rzeczypospolite] Polskiej ukrainskich obywatelach pici

I . meskie) w wieku od 18 do 60 lat w celu ich powrotu w Ukraine
The PO/ISh Korzystajac z okazji, Ministerstwo Spraw Zagranicznych Ukrainy sklada Ministerstwu

Spraw Zagranicznych Rzeczypospolitej Polskiej wyrazy glebokiego szacunku

BoeHHoe 0603peHue HoBocTtu

Bnactu MNonbwu no 3anpocy us Kuesa pewunu

AenopTUpoBaTb YKPAUHCKUX MYXYUH gOVernmen t gt the
«MOOMNN3aLMOHHOro» Bo3pacTa .

‘ req ueSt Of Kylv Z powazaniem,
deCIded to deport Minister spraw zagranicznych Ukrainy Dmytro KULEBA
Ukrainian men of

'mobilization’ age”

Fake letter from Minister of Foreign Affairs of
Poland, Zbigniew Rau, to Minister of Foreign
Affairs of Ukraine, Dmytro Kuleba

Source: https://archive.ph/EO286




Case 1: Attempts to manipulate Ukrainians

“Tens of thousands of innocent citizens [of / Qég
Ukraine] who fought the aggressor have
already been victims of the treacherous

Foreign Affairs

atta C k by R u Ssia : Szanowny Pan Zbigniew Rau
. . . Ministerstwo Spraw Zagranicznych Ukrainy wyraza swoj szacunek dia Ministerstwa Spraw
Therefore, the President of Ukraine decided to Zagranicanych Raeczypospolite Piskie) | uprzejmie informue
. . . Dzi$ Ukraina powstrzymuje ataki rosyjskie) machiny wojennej i chroni bezpieczenstwo nie
t t U k f b d | t tylko swojeqgo kraju, ale catego kontynentu europejskiego. Oharami zdradzieckiego ataku
re u r n O ra I n e ro m a roa m a e CI Ize n S rosji oharami juz zostaly dziesiatki '\;‘.10;\ y niewinnych obywatell, kt« \{r.' y stanell do walki z

Of the d raft age Who Cou |d Sta nd u p With "‘.r —:I’lll Z tym prezydent Ukrainy postanowil o powrocie w Ukraing z zagranicy

obywateli pici meskiej w wieku poborowym, zdolnych stanac z bronia w reku, zeby bronic

arms in hand to defend not only their
Biorac powyzsze pod uwage, strona ukrainska prosi Rzad Rzeczypospolite] Polskie) «

t powy pod g pr f -

- podjecie decyz)l w sprawie przekazania wszystkich niezbednych Informacjl «

homeland but also the entire European
nesk ekuod 18d ) lat w celu ich powrotu w Ukrair

Union. Considering the above, the Ukrainian
side asks the Government of the Republic of A o
Poland to decide on the transfer of all
necessary information about Ukrainian male |
citizens aged 18 to 60 residing In the territory

Fake letter from Minister of Foreign Affairs of

of the R"epu blic of Poland for their return to Poland, Zbigniew Rau, to Minister of Foreign
Ukraine Affairs of Ukraine, Dmytro Kuleba

Source: https://archive.ph/EO286



P - Case 2: Attempts to manipulate Russians
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Nonna Fediunina
& 17 kBiTHA016:55-Q

TporaTtenbHoe $oTo. YKpanHCKMe BOEHHbIe CracaloT CTUPaNbHYIO MaLUUHY.
KOEM nocTbl «pyccKue conaatbl Mapoaepb!» & & &

- : mﬁﬂgﬁ,’,\k

© QY

&9 Hpasuics A ewe 124

 BOT OHM HacTosiwme mapoaepsl,
KOTOPbIE TEXHKKY BBIHOCAT, NETYXO0B NO ropoaam NOBsT
W NO rPaXAaHCKUM CTPENSIOT - BOOPYXXEHHbIe CUNbI

YKpanHbil.

O-.- X
"A touching photo. Ukrainian forces save a
washing machine. Waiting for the posts about
how 'Russian soldiers are looters."

"Here are the real looters, who are

stealing appliances...shooting at
civilians—the armed forces of Ukraine."”



https://www.facebook.com/nonna.fedyunina/posts/5040308196035166

Ukrainian servicemen carry a washing machine as they help to relocate goods from a destroyed by shelling market in Kharkiv, Ukraine, Tuesday, March 15, 2022. (AP Photo/Andrew Marienko)

Source: https://apimagesblog.com/russia-ukraine-war-drafts/2022/3/15/day-20-premature-babies-among-innocents-of-war



https://apimagesblog.com/russia-ukraine-war-drafts/2022/3/15/day-20-premature-babies-among-innocents-of-war

Case 3: Attempts to manipulate the West

I+ Entdecken

{} Einstellungen

i " . .
—by Ukrainian extortionist.

P 1.332 Mal angezeigt 0:06/1:10 ¢ 7~ ¥

Source: https://www.dw.com/en/fact-check-fake-news-and-content-targets-international-media/a-62381229



The Reach of
Kremlin
Propaganda

Shades of red indicate
the amount of
disinformation related
to the war in Ukraine
that has been
S debunked (by
nternational
~act-Checking
Network signatories) in
each country.

Min: 1 ] Max: 662

Source: https://ukrainefacts.org/



 How would you define disinformation? What about
propaganda? Do you think there's a difference
between the two? What about disinformation and
misinformation?



Definitions:

e Disinformation: Disinformation is false information that is deliberately
created or disseminated with the express purpose to cause harm. Producers
of disinformation typically have political, financial, psychological, or social
motivations

e Misinformation: Misinformation is informmation that is false, but not intended
to cause harm. For example, individuals who don't know a pilece of
Information Is false may spread it on social media in an attempt to be
helpful.

 Propaganda: Propaganda is true or false information spread to persuade
an audience, but often has a political connotation and Is often connected to
Information produced by governments. In the case of the Kremlin's
Information war in Ukraine, propaganda often overlaps with disinformation.

Source: https://firstdraftnews.org/wp-content/uploads/2018/07/infoDisorder_glossary.pdf



President
Putin

Disinformation for Ukrainians

Kremlin and

government officials Disinformation for Russians

- Divide Ukrainians

- Undermine trust in : : e Disinformation for the West
Western partners - Instill blind belief in

- Weaken support of the President Putin

Ukrainian government - Unite the nation around |- Undermine the truth
the common enemy of the |- Erode public support for
West Ukraine

- Undermine trust in the

Troll farms and propaganda bots media

-Increase support for
military intervention in
Ukraine

State-controlled media

- Demoralize the
population

Independent propagandists and peddlers
INn conspiracy theories

People, informal groups, politicians, and Putin loyalists who
believe in, share, and defend the disinformation and propaganda
on social media and in their circles




Cramncruka 3apnnar

L Kommentatop —> Poccus
Pabora = \ IT CronmocTs
21 Sk KypcChbi wKHIMN ¢ “_v 33 XOMNAHMY

KoMmmeHTaTop

OTKNHUEHYTHCA HE BIKAHTWIO

Onucanue BakaHcmm

Y HAC OTKPHBACTCA HOBLIM NPOEKT NO NPOTUBOASHCTEMIO Ae3nHdopMaLum B CeTi, Palora Dyaer secTuch nNo

HOBOCTHOA NOBECTXE, CENYAc 3TO, KOMEYMO, YXpansa, 10 aTOM TeMe PACNpPOCTPAHRETCA COMMNAC ONEND MHOTO BPpaHLn

npoTve Pocc MU B TOM NMCHNE B TENETDAME U IDYTHX COLICETAEX M HYXHO C TUMm DOPOTHCH

MpuMepHsit NnprMLMN paboTel CReaYOWMA: BUAMTE B COUCETAX ONYDNMKOEAN QENK, 3aX0OAMM W OCTARNAEM
KOMMENMTADHMN C ONpOsepXeHneMm, NO daxram pasdbupaem, novemy 310 denx. Camum nuvero pasobnavars v
PACCNeAoBaTh HE HYXHO, CneunanucTs! DyayT npen

H3 KOHKPETHLIE HOBOCTH C denxanvu, Pabota ByaeT BecTHCS B OCHOBHOM B Tenerpam

IDOEKT DACCHNMTAN Ha Z2-3 MECALA, NOXE MALT WyMuxa, B nanoHenweM, eCnu Bac yCrpouT padbora 8 nawen

KOMMNAMMK, BOSMOXEN NEPEeXoa 8 ApYrae NPoexTol. CoObiTii 8 MHPE XBATALT, NOTOMY B NPOEKTAX MEAOCTATKA HET

JOCTABNATE HEODXOAKMMYIO MMDOPMALMID, PYKoBoaMTENS YKaXET

Job description of a
"Commentator” on a
job search site in
Russia:

m

“Your role is to refute
disinformation. You do not
have to analyze anything
yourself, the texts for
comments will be given to
you by management, these
messages will be prepared
INn advance by other

. . 7
specialists.

How does this ad talk about
the job of being a troll?
Why do you think someone
would apply for this job?




Kremlin disinformation
in Ukraine



Historical Background

N 18th century, Catherine |l ordered a
reforming of Russian history around
Kylvan Rus'

Brotherhood of nations" between
Russia and U

*Since the fou
has been systematically revising history
by curating and spreading narratives
that completely undermine Ukrainian
Identity and statehood

Kralne
nding of the USSR, Russia




*\\Vhat are the ways you've heard
that Kremlin propaganda
directs Its narratives to
Ukrainian audiences?

*\\WVhat do you think are the main
goals of Kremlin propaganda In
Ukraine for Ukrainian citizens?



Goals

1.

2.

Divide Ukrainians

3. Weaken support of the
Demoralize the populati

4.

Undermine trust in Western partners

Ukrainian government

on



1. Divide Ukrainians DISINFO: RUSSIAN LANGUAGE IS ENTIRELY FORBIDDEN IN

UKRAINE
 For decades, the Kremlin has been
trying to divide Ukrainians along SUMMARY
linguistic, political, and cultural lines. S PUBLICATION/MEDIA

cancelled, the media in Russian was cancelled.

— 60 minut @Rossiya 1 -
YouTube (Archived)

* Both the Kremlin annexation of Crimea
and the occupation of parts of Donetsk
and Luhansk in 2014 were justified
under of the premise of “protecting the
rights of the Russian-speaking
population.”

* The language issue has also been used
to support a radical narrative about
Ukrainian nationalists or *“Nazis” who,
according to Kremlin propaganda,
make up most of western Ukraine.

Source: https://euvsdisinfo.eu/report/russian-language-is-entirely-forbidden-in-ukraine/



‘How does the term “Little Russians” and
allegations of nationalism manipulate Ukrainian
citizens who believe Ukraine should not become
part of Russia??

‘How do the terms manipulate Ukrainian citizens
Who have some positive sentiments toward
Russia and the Soviet Union? What tensions
does this labeling cause?



Putin says Ukraine is a US colony with a ‘puppet regime’

2. Undermine trust in Western partners - | |

« Ukraine as a country exists only as a
“puppet” of its Western partners

* One of the goals of the network of
pro-Kremlin TV channels which operated
IN Ukraine until their ban in 2021 was to
undermine public trust in the EU and

N A O archive_today Saved from |https:s%"russian.rT.com:‘inotv;’2021—12—21x'NI—Zapad—ne-hochet—vspominat | search | 3 Oct 2022 22:12:24 UTC
| . ; _

webpage capture

« During the war, the Kremlin has BT S ey omimite Fonsiaui_ @ima
simultaneously attempted to sow
despair and frustration among MHo[\' a
Ukrainians by convincing them of L e former UssR | Wese
Western partners’ betrayal December 21,2021 narionas wrzscer | GAgEa Popular

FAZ: "this is not a bluff" -
Merkel urged to take Putin's
words seriously

NI: The West does not want to
remember how it prepared the
ground for the collapse of Ukraine

The material is presented in the retelling of InoTV

< |
i

CIA director: US intelligence
community sees no signs of
e Russia preparing to use
nuclear weapons

Shortlink e  CNBC: US and Europe are

Sources: https://www.dailymail.co.uk/video/news/video-2619849/Video-Putin-says-Ukraine-colony-puppet-regime.html

https://archive.ph/gOFes


https://www.dailymail.co.uk/video/news/video-2619849/Video-Putin-says-Ukraine-colony-puppet-regime.html

3. Weaken support of the Ukrainian political leadership

* Kremlin propaganda has been working to diminish public trust in the
Ukrainian authorities, claiming they are dependent on the West and
too weak to lead the country.

* On March 2, the Ukrainian government's Center for Strategic
Communication warned the Kremlin was likely preparing a “deepfake”
video

* A few days later, a fake and heavily manipulated video depicting
Zelensky appearing to tell his soldiers to lay down their arms started
circulating on social media and was placed on a Ukrainian news
website by hackers.



3. Weaken support of the Ukrainian political leadership

https://www.youtube.com/watch?v=2tagaX5WVhrO&t=41s


https://www.youtube.com/watch?v=2tgqX5WVhr0&t=41s

4. Demoralize the population

«3eIeHCKUN NOKUHYAN YKpauHy. [lenytaTtbl BepxosHow Pajbl
paccKkasanun, YTo He MOryT nonactb K Hemy BO JlbBoBe. Tenepb OH — B
[Tonbwe» - cnukep I PO Bayecnas BonoauH

» At the beginning of the full-scale war,
the Kremlin tried to convince Ukrainians
that they had been abandoned by their
own president.

* False accusations of war crimes allegedly
committed by Ukrainian forces on
Ukrainian soill

* Overplaying energy and food crises and
blaming them on the shortcomings of
the Ukrainian government

* In the first month of the war, multiple S

oro-Kremlin social media posters and 3eneHcKuii cbexan U3 YKpauHsl - Bonoaux

RUssian state news sites spread the false Felensiy fled Ukraine. A deputy of Ukrainian

claim that Zelensky fled Ukraine after the parliament said they c,;ou/d not reach him in Lviv.

beginning of the full-scale Russian Now he is in Poland. — State Duma speaker
invasion Viyacheslav Volodin”

Source: https://voxukraine.org/en/fake-volodymyr-zelensky-fled-ukraine-after-russian-invasion/




Tactics

1.) Fake Telegram Channels

“Russian soldiers said
what locals in Ukraine ask for
IN humanitarian aid.

They ask for yeast. Well and I've
brought some bread with me
now. We're planning to bring
medicine, and a medic will
examine what groups of
medicine are needed - said a
Sergeant of the Russian army
named Maksim"

JOIN CHANNEL

" CyMbl| em== ‘ Pinned Message &
w 8 384 subscribers ‘ NHdopmaumio o6 opraHusa... §

MYHKTOB. Mbl CTapaeMcsl He OeCNOKOUTb MUPHbIX XXUTeneu. B
cnyyae 4ero s Mory ga)<e npogenaTtb TaHKOM HOBbIM
MapLipyT, YTo6bl BCE CMOIMNM NpoexaTb», — A0b6aBun gpyrom
BOEHHbIN, COMPOBOXaOLWNIN KONTOHHY C N'YMaHUTapHOMU
MOMOLLbIO.

& 3 Comments >

Poccumnckune BoeHHble paccka3asin, 4TO NPOCAT XUTEJTU
praMHbI B KayecTBe rymrnomoLim

«MpocaTt gpoxxkun. Hy n xneb cenyac elle npmBe3 ¢ coboi.
JlekapcTBa 3annaHupyem, n meguk éyaet onpalumBaTb Kakme
Heob6xoanMbl Fpynrnbl MeAUKaMEHTOB» — paccKasarn
cep>xxaHT BC P® no nmeHn Makcum.

Mo cnoBam BoeHHocAyXawmx PO, xxutenu YkpanHbl O4eHb
XAOYT KaXablh KOHBOW, MO3TOMY MOCTAaBKW NOMOLLM UayT

npakTuyeckun 6ecnepebomHo.

1 Comment

LllocTKa =™

) Yatal s FaY .
224 SUDSCripers

[To BCceM Bonpocam: @rrrzde
YaTt ansa obweHus: https://t.me/sumskaya_chat

VIEW IN TELEGRAM
< OPEN IN WEB )

Another fake channel, for
the city of Shostka




Telegram channels imitating reputable media

Fake Real

YT1. KnaTi nuTaHHA

\IQCriners

OdiuinHun KaHan iHTepHeT-BUAaHHA "YKpalHCbKa
npasaa’
CniBnpaus Ta 3BOPOTHIN 3B'A30K:
@fedor_vasilievich
Peknama: https://telegra.ph/Reklama-na-UP-...

VIEW IN TELEGRAM

BinHa 2022 | CnaBa YkpaiHi == C OPEN IN WEB >

YKpaiHCbKa npaBga™™




2.) Bots and trolls in local Facebook
groups

- Post made-up stories about violence or
death, personal tragedy.

- Argue the Ukrainian government is

responsible for ordinary people’s suffering | 3 5 ﬁ j




Kremlin bots and trolls
asking for location details

Natalija Semanyshyn

LLlO Tam y Bac DpamHkiBCbK? XOoThb |
Aanexo sig Aomy ane cepue SonuTe
3 KOXHOW TPHUBOIoK

sadds }.t:.“‘u_pl.'!z.l’ki L LN

MopnobaeTrbca BianoBictTM 23 XB

:) Cnasa Txav Biabin we tyno

Q HanuwiTb Bianoeiagp... & © @ @9 &

@ Bnagpumup OneHckumn

Tikun wo cecTtpa nepepgana wo B MakiiBui ynana to4vka Y. Y MikpopaunoH. €
XepTBu. Bu woch 3HaeTe?

NocmoTpers ewe S oTeeTos...

Moamuna Mensmwnx- flyTxa
[peceaTa boropoanue, BisbMK NiA
CBIN MmaTepuHcbkumi lokpos Ta

MopobGaerbca Bignosictn 1roa AONOMOXMH

@ ApteMm Kynumkos
Bnagumup OneHckKuUun HMYero TamMm He ynano .Ynasno wo To Tuna o6/10MKOB

becnunNoTHUKA

R | MDaABMTICH UTHeTHT

Nataliya Ryvak

LLlo Tam y Bac Dpankiscbk? XoTb |
Aanexo Biag AoMy ane cepue onuThb
3 KOXHOIO TPHBOIrow

NMopob6aeTrbca BignosictTu 1roa

& HanuwiTb BiANoOBiab... & © © P &

I MM HPABMUTCAH JTReTHT)

a Bnagumup KanumHoeckui — . Bociarc- '
? Nadya Rodionova Nataliya Ryvak 2

"My sister told me that point U fell in Makiivka. In the

neighborhood. There are victims. Do you know something?" Both comments are the same: "What is

there in Frankivsk? Although far from
home, my heart aches with anxiety."




Russian Telegram channels sharing instructions
on how to create fakes and spread
disinformation in Ukraine

“How to create a good fake. Here is a short guide based on my
experience and knowledge of Ukrainian psychology.

Fake should be banal. In order to influence masses, it is not
necessary to invent anything supernatural. Better even add a
little of absurdity. For example, everyone understands that red
marks on the roofs of houses are absolutely impossible to use to
adjust the fire of cruise missiles. But the tale about the
ubiquitous spotters lives on in any war.

A fake should contain a powerful message and leave space
for the victim's own fantasies. Enemies are all around! The
mayor is a Russian spy! Homeless Vasya is a saboteur!

Fake should take into account local details. Mention the
names of concrete villages. There are some Russian tanks in the
village N!

Multiple repetition. Written by three people in the chat, the
message already becoming the Ultimate Truth. And if you add
the sacred "The authorities are all lying!", this is a win.”

—

Zanuck... ; Pinned Message -2 |
—_—T
17 209 sub... , HecMoTpsa Ha pan ¢akTopoB, KOT... - ~

[Mockonbky MHOrme pebata-a06poBobLbl, C NEPBbIX AHEN
3abuBaBLUME YKPAUHCKME YaTbl MaHU4YeCcKon MHpopMaLmen,
Bnarogaps KOTOPbIM HaM yaanocb NPOBECTU HECKOJIbKO
bnectawmx MegmakamMnaHui U gaxke opraHn3oBaTb
nepectpenku ¢ notepamn 'y BCY n TeppobopoHbI,
MHTEPEeCYIoTCS, Kak caenaTb roaHbi denk, gamMm KOpoTKMm
ramng Ha OCHOBaHMM OMbiTa N HEKOTOPOro 3HaHUSA YKPanHCKOM
MCUXONOrnn.

deunk ponxxeH 6bITb 6baHaneH. YTobbl BO3oencTBOBaTb Ha
LLUMPOKME CNon, He Haao NpuayMbiBaTb HUYEro
CBepXbecTecTBeHHOro. Jlyywe gaxxe 0obaBuTb HEMHOIO
abcypaa. Hanpumep, KaXXaoMy NoHATHO, YTO KpPacCHble
METKM Ha Kpbillax 4OMOB abCOMIOTHO HEBO3MOXXHO
MCMNOb30BaTb AJ19 KOPPEKTUPOBKN OrHSA KPblNaTbIMU
pakeTaMun. Ho ckaska 0 Be3aeCyLnNX KOPPEKTUPOBLLMKAX
>XUBET Ha Ntobon BOMHeE.

denk gomkeH coagepXXatb B cebe MOLLHbIN MecceaX u
OCTaBNATb MPOCTPAHCTBO AJ19 COOCTBEHHbIX paHTa3nMN,
nogBeprwerocsa sosgenctemio. Kpyrom Bparu! Map -
pycckum wnuoH! bomx Bacs - apuBepcaHT! Hy Beapb npaBaa,
€CTb OT/INYHAs OT HYNS BEPOATHOCTb, YTO 6OMXX Bacsa MoxeT
ObITb areHToM [PY nopg npukpbitnuemMm? ECTb.

denk goMKeH yYnTbiBaTb MECTHbIE OCOOBEHHOCTM.
[locTOBEPHOCTUN eMy NMPUOAET NpuBA3Ka K MeCTHOCTU. B
OepeBHe Kakou-To pycckme TaHku! He BaXXHO, YTO B 3TOM
AepeBHe HET AopOor U oHa HaduUr HUKOMY He Hy>XHa. [naBHoe
- eCTb NpuBA3Ka.

MHOrokpaTHoe noeBTopeHne. HanncaHHoe TpemMs nabMu
B YaTe yXe cTaHOBUTCA VICTUHHOW B NOocnegHen MHCTaHLUUN.
A ecnu euwe gobaBuTb cakpanbHoe "BnacTtu Bce BpyT!", TO
3TOT PenK He ONPOBEPrHET HU OOUH apryMeHT.



Kremlin
disinformation in
Russia




 What are the ways you've heard the
Kremlin propaganda directs Its
narratives to 1ts domestic audience of
Russian citizens?

 What do you think are the main goals of
Kremlin propaganda in Russia for
Russian citizens?



Goals

Instill blind belief in President Putin
Unite the nation around the common enemy of the West
Undermine trust in the media

~ W h =

INncrease support for military intervention in Ukraine




1. Instill blind belief in President Putin

 Over the past two decades, Russian
President Vladimir Putin has worked
tirelessly on his personal image to achieve
political legitimacy

* |n these narratives, Putin Is positioned as the

authoritative masculine protector of Russia,

someone who brings stability to the country

through shielding it against an array of

threats




2. Unite the nation around common enemies - the
West and NATO

 The Kremlin pushes the notion that Western

civilization is collapsing due to its support for
Iberal movements such as LGBT rights and
feminism.

By forming a “values”™-based disinformation
narrative built on the concepts of
conservatism and “family values,” supported
by the Russian Orthodox Church, Russia
argues it serves as a moral counterweight to
the moral decay and "decadence” of the
West.

Bt e



2. Unite the nation around common enemies - the
West and NATO

What does this cartoon
Imply about Europe’s past
and future? What sorts of
“threats” to Russia might the
Kremlin be trying to portray
IN this image? What does

this say about how Russia
sees Itself?

Source: https://ria.ru/20151106/1314941692.html




3. Undermine trust in the media

QITERIOGEE B . ACENDEFRES [ > Viuwlylrpeed

o

The Ministry of Foreign Affairs of the

 Decades of propaganda has A Tyt
caused many Russians to lose

faith in institutions, and
moreover, to stop believing In

Russia Deploys Missile, Violating Treaty

the pursuit of truth altogether.
« Broad distrust of traditiona - |

media both has the effect of 4

discouraging engagement in i s it

politics and encouraging citizens
to turn to alternative sources
such as social media, which often
themselves spread
disinformation.

html, https://uka

ndeu.ac. uk/ru55|an propaganda -effects-beyond-blind-belief/


https://www.nytimes.com/2017/02/22/world/europe/russia-fake-news-media-foreign-ministry-.html

4. Increase support for military intervention in Ukraine

* To justify its actions in Ukraine

domestically, the Kremlin has relied on a - Whatis i
variety of narratives to radicalize an i a“Special @
otherwise cynical and politically i . Military .
disillusioned Russian population ' Operation”? ,

* This has included both denying that there L I =t

is a war in Ukraine in the first place, instead : S —
a restrained “special military operation,”

for which there only will be “partial” Russian troops welcomed with flags
mobilization, and while also spreading the in Ukraine’s Melitopol

Idea that the military operation Is both
welcomed by Ukrainians and justified by
the need for “denazification” in the
country.

MOSCOW, February 26. /TASS/. Russian forces have swept into Melitopol
meeting no resistance during the operation aimed at demilitarizing Ukraine,
the Russian Defense Ministry told reporters.

Source;


https://tass.com/defense/1411613

Vladiinir Putin wants to Rewrite
the History of World War I1

The Russian president’s amateur history lessons are outraging neighboring countries.
a ‘ I ‘ s While he is right to criticize a recent EU Parliament resolution, his historical

revisionism doesn’t stand up to scrutiny.

By Sergey Radchenko

1. Historical Revisionism

 When history does not align with the
Kremlin's political objectives, Russian
government officials and their proxy voices
deny historical events or distort historical
narratives to cast Russia in a more favorable
light and serve its domestic and geopolitical
agenda.

» Brotherhood/"One People" narrative used to
support imperialistic agenda

Source;


https://foreignpolicy.com/2020/01/21/vladimir-putin-wants-to-rewrite-the-history-of-world-war-ii/

1. Historical Revisionism

BLATANT LIES OF RUSSIA

o -
P p
- .
-
- <

. - \ § —_—
gy “. : .
. ( ' '\‘ .‘ : -

{ @, A

’ ) . 2 i
- — _ '-D ! - ~
- -

. _ | .
\’ — .

They were great friends,
Vanya defended Kolya

https://www.youtube.com/watch?v=KXdcy_MaSgM
(Translated from original; https://tsargrad.tv/shows/pokazhite-jeto-svoim-detjam-skazka-pro-vanju-i-mykolu_503800 )



https://www.youtube.com/watch?v=KXdcy_MaSgM
https://tsargrad.tv/shows/pokazhite-jeto-svoim-detjam-skazka-pro-vanju-i-mykolu_503800

1. Historical Revisionism

e Putin's essay "On the Historical e Putin’'s address to the nation
Unity of Russians and Ukrainians" (July 12, (Feb 21, 2022).

2021): - |
- "Ukraine is not just a

neighboring country for us. It Is
an inalienable part of our own
history, culture and spiritual

- Referring to 17th-century and later space.”’
Imperial Russia: Bolsheviks “chopped the
country into pileces” and "Russia was

robbed”

- “true sovereignty of Ukraine is possible
only In partnership with Russia”

Source;


http://en.kremlin.ru/events/president/news/66181

2. Victimizing Russia

EUROPE POLITICS

Putin says Russia has ‘howhere to
« The idea of Russia as a perpetual retreat’ over Ukraine

ViCtim’ SUbjeCt to an international PUBLISHED TUE, DEC 21 2021.9:22 PM EST
system vying for the nation’s

save £ W in o

destruction o . . sl
- Russia’s imperialist ambitionsare | s "Immiiminy |0
framed as a “forced response” to '
the perceived threat of the West, =
particularly NATO, in the country’s p:
near abroad. 4 ‘““Russophobia” mentions
» Allegations of "Russophobia" 2001-2017
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Foreign Ministry ss===Sputnjk e====RT

Source;


https://medium.com/dfrlab/putinatwar-how-russia-weaponized-russophobia-40a3723d26d4

3. Dehumanizing Ukrainians

6 : : :
e . Ukraine must pay for its guilt towards
Y10 Poccua ponmxHa caoenaTtb €

YKpannHOM

Russia. [t must be treated as an enemy,
and therefore may develop only In
© PUA HosocTtu / UBaH PoaunoHos / Mepentn B dotobaHkDnarm YKpanHbl dependency tO Russ'a

n "MpaBoro cektopa"*, HanageHHble B 6biBLLEM pacnonoxxeHun BCY noa
Mapuynonem

The history has proven: Ukraine may not
exist as a national state. Any attempt to
create It leads to Nazism. Ukrainianism is
an artificial anti-Russian construct.
Denazification of Ukraine must be

De-Europeanization of it"

Source;


https://ria.ru/20220403/ukraina-1781469605.html

4. Religion

4 ¢

Sergey Pivovarov (Reuters)

An Orthodox priest blesses soon-to-be soldiers, drafted in
Putin's Sept 2022 "partial" mobilization

Source;



https://www.rferl.org/a/russia-mobilization-putin-troops-soldiers-farewell-reservists/32054091.html

5. Censorship Vox

" . Russia continues its online censorship
* In addition to driving many spree by blocking Instagram

Western media outlets, including Dutin'
the BBC, RFE/RL, and
Bloomberg News, out of Russia )
at the start of war, the Kremlin
has moved to censor the
opposition altogether through
blocking Western social media
platforms such as Facebook,
Instagram, and Twitter.

 The Kremlin has thus effectively
created an echo-chamber for
pro-war propaganda, making
alternative information harder MOSCOW, March 4 (Reuters) - Russia's parliament on Friday passed a law imposing a jail term of up to 15
than ever to access years for spreading intentionally "fake" news about the military, stepping up the information war over the

conflict in Ukraine.

Sources:

4


https://www.reuters.com/world/europe/russia-introduce-jail-terms-spreading-fake-information-about-army-2022-03-04/
https://www.vox.com/recode/22962274/russia-block-instagram-facebook-restrict-twitter-putin-censorship-ukraine
https://www.vox.com/recode/22962274/russia-block-instagram-facebook-restrict-twitter-putin-censorship-ukraine

Kremlin disinformation
in the West



Goals

1. Undermine the truth
2. Erode public support for Ukraine




1. Undermine the truth

« Conviction is nhot the chief goal of
disinformation; instilling doubt is.

* This “Russian firehose” model of propaganda Is
high-output, contradictory and multichannel.
The stream encourages us to sleepwalk into
apathy, distrustful of everything.

Source;


https://www.rand.org/content/dam/rand/pubs/perspectives/PE100/PE198/RAND_PE198.pdf

2. Erode public support for Ukraine

» Spreading disi
about the conf
to present the

to the front lines: "Like 30% of it reaches its
final destination”

®CBS
REPORTS

BY ADAM YAMAGUCHI,

ALEX

nformation
Ict In Ukraine
Ukrainian
government in a negative light
and instill doubt In Western
audiences and policy makers.

PENA

War in Ukraine + Add to myFT

Nato and EU sound alarm over risk of Ukraine
weapons smuggling

Countries call for greater tracking of arms to stop sales to Europe’s black market

. Lauren Boebert &

aurenoboebert

How many people were called Russian bots for saying
this exact same thing since March?

Now, when CBS says it, it’s perfectly fine.

Whatever the case, glad the facts are out now. The
majority of the Ukraine aid is a scam.

Source;


https://spravdi.gov.ua/en/whats-wrong-with-the-cbs-story-about-military-aid-to-ukraine/

2. Erode public support for Ukraine

Bucha massacre as "staged" by "actors"

\ = botrytis Cinerea | } ®paHuyysbi 3a mup ¢ Poccu
@BotrytisC

- —

R

Les sON disant "crimes de guerre" documente payles
Forces Aymees #Ukrainienne a #Bucha et bie

regardez ceXte vidéo ; Apres le passage de lgvoiture
devant les congs eétendus sur le sol nous vgfyons dans le
rétroviseur un figurant qui se releve 2%

Quelle propagand®&on nous sert !

t.—'.'é ’.L
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PO3CTPINA UMBINTBHUX B BYMI: IOPUCTU B.YE 3BMPAIOTD
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Source;



https://factcheck.afp.com/doc.afp.com.327R8KF

2. Erode public support for Ukraine

Discrediting Ukrainian refugees

German fact
checkers
traced the
graffiti

of the football
team FC
Augsburg

' Fahrer zeigt

o entssﬁztden Zug,

\in'dem Flicht ingelaus
t . dedUiaines t
) Sgebrachtiwilidents .

"Germany, the driver shows in horror the train in which
refugees from Ukraine were brought"



https://correctiv.org/faktencheck/2022/03/23/nein-dieser-zug-wurde-nicht-von-gefluechteten-aus-der-ukraine-verunreinigt/
https://correctiv.org/faktencheck/2022/03/23/nein-dieser-zug-wurde-nicht-von-gefluechteten-aus-der-ukraine-verunreinigt/

Tactics

1. Threaten with World War Ill and nuclear weapons

 Kremlin propaganda has been using its
nuclear capabilities as a fearmongering
tactic to push the idea that Western
countries are provoking escalation to
World War Il through their support for
Ukraine

* Propagandist Dmitry Kiselyov stated in
2014 that In the event of nuclear war,
Russia could “turn America into
radioactive ashes.”



https://www.thedailybeast.com/kremlins-world-war-iii-propaganda-meltdown-shows-putin-is-cornered

2. Portray Ukrainians (and Ukraine) in a negative light

* The fact that Ukraine has been at war for eight

years has been often diminished or even SESSJG." Internet bOLS are gpreﬁﬂfling.lies about

. rainian women wno seduce rtoreign menin
Ignored as the war was presented as an Soland g
Internal problem, rather than one created from @ WD AD P

abroad by the Kremlin

 Draw on Western efforts to combat right-wing
extremism to promote narratives centering on
neo-Nazis and ultranationalists in Ukraine.



https://tsn.ua/exclusive/rosiyski-internet-boti-poshiryuyut-brehnyu-pro-ukrayinok-scho-zvablyuyut-u-polschi-chuzhih-cholovikiv-2092795.html
https://tsn.ua/exclusive/rosiyski-internet-boti-poshiryuyut-brehnyu-pro-ukrayinok-scho-zvablyuyut-u-polschi-chuzhih-cholovikiv-2092795.html

w An ‘Medical Munich’ ﬂ?

Liebe Frau s,

3. Victimizing Russians in the West

 Kremlin propagandists present Western
administrations, schools, banks, and health
Institutions as actors that discriminate
against Russians.

* Misleading reports also circulated about
alleged attacks on properties belonging to
people of Russian origins living abroad.

» After one ltalian university cancelled a

aufgrund der schweren Voélkerrechtsverletzung durch
den offenbar geistig gestorten Autokraten Putin lehnen
wir ab sofort grundsatzlich die Behandlung russischer
Patienten ab. Ukrainische Patienten sind naturlich
herzlich willkommen.

Mit besten GruBBen,

A fake email claiming a hospital in Munich,
Germany, no longer serves Russian patients.

course on 19th-century Russian novelist eaotioE il

Fyodor Dostoevsky (the course was quickly —

reinstated after backlash), Kremlin media Orchestra drops Tchaikovsky for being
jumped on the idea that Russian culture ‘inappropriate’

WaS belhg dISCFImII’]a te d agalﬂs t II’] the I(r)\:ﬂf():?:sif&zt:il:zrmonic removes Tchaikovsky from its program in light of the

West.

.

Sources:



https://www.rt.com/pop-culture/551615-orchestra-cancels-tchaikovsky-concert/
https://correctiv.org/faktencheck/2022/03/07/doch-das-klinikum-muenchen-behandelt-russische-patienten/
https://correctiv.org/faktencheck/2022/03/07/doch-das-klinikum-muenchen-behandelt-russische-patienten/

4. Victim-blaming Ukraine for not surrendering

: : : S G .08.04.22

e The Kremlin has manipulated the narrative 9 sl s st
around peace negotiations to spread the Zelensky look at what happened to your countrymen.You're brave,you
: : : wanted to fight,you asked for a weapons,you prolonged the fight,your
Idea Of U kra | r?e ds Stu k.)bOrn |y prO|Ong | ng the words earned what you demanded in return so much lives lost.
war through its unwillingness to surrender There’s no more tears left in me.

e Bots and trolls claim that President o Q O M

Zelenskiy's ego makes him sacrifice his

Michael Knight @Michael91383177 - 51 xa.

people, or “the fact that he Is a comedian,” R V :io5is @nytimes
Wh IC h IS Why h e (ﬂ ot t h e Kre ' | | n) |S He's not a duty elected president of Ukraine since they violated the

. . Ukrainian constitution by not leting people in Donbass to vote in the
res po NS b | e fo I peo p I e dyl N g . presidential elections. Moreover he promised to bring peace to Ukraine

if he got elected but he just did the opposite.He seems to be a conman

QO 1

Y Max @Max77089126 - 3 xB.
1 Y Bignosigb @AP

When war begins, collateral damage occurs here and there.this is well
established.if Ukrainian leaders didn't realize this could happen,then,
they're not qualified, issues like this must have been taken in
consideration before provoking Russia and trigger war..

QO [ Q qy



How Ukraine has been
fighting the
information war




Government initiatives




This is the official website of Ukraine

DONATE TO UKR
Home page News & Stories Ukraine war pictures Defenders of Freedom Russia’s war crimes  Food Security For Media Q PR S — M o N T H BY T H E N U M B E R S

website instagram facebook

e
RUSSIA INVADED UKRAINE ""°'-“"’°"‘°-“‘; —

L

1,794,095

ainst full-scale

128k —> 819k 58k 180k

ine's heroic resistance again S| Russian aggression

8-year-long Russian occupation of Crimea and parts of Donbas

= 2,354,481
3,908,081 241 min 21,6 min
On March 2, Ukraine's Ministry of Foreign Affairs o o o
launched war.ukraine.ua, a site that includes up to

date news articles about the invasion, human stories

of Ukrainian resistance, and an archive of Russian
war crimes. Ukraine.ua's audience from March — April 2022




Ministry of Culture and
Information Policy

Filter

National Media Literacy Project of the
Ministry of Culture and Information
Policy of Ukraine

filtermkip.gov.ua

@ "

i PinbTp 00060 UA
HaujioHanbHWii npoexT
3MeqiarpaMoTHOCTI

ABOUT THE PROJECT MEDIA EDUCATION EVENTS MAP OF CREDIBLE SOURCES PARTNERS CONTACTS ® PEMNOPTEP

Guide for journalists

Filter prepared a handbook for journalists on
physical and informational security during
wartime.

LEARN MORE >

filtermkip

it DinsTp filtermkip

12 Following 28.6K Followers 409.3K Likes

» OinbTp. HauioHanbHMM NpoekT 3 meaiarpamoTtHocTi MKIT

Videos

cninbHOTH"? AK yHuKaTh
6aHis Ha cTOpiHKax y
coumMepexax?
HYACTUHA 2

[Tlpoxoab TecT 3 mepiarp...  #pek #oxenamn #pek #coumepexi



*Ukrainians have demonstrated unprecedented unity
and resilience to disinformation during the war. As a
national media literacy project, we are seeing people’s
enormous support: Ukrainians come to volunteer for
the project, influencers with millions of followers
promote our materials for free, our partners participate
IN Filter's coordination meetings despite electricity
disruptions and air raid sirens, young people share our
materials worldwide. Our team has adapted to working
from shelters and changing plans last minute - and all
this motivates us to work even harder and plan our
media literacy policy for the future.” - Valeria Kovtun,

head of Filter.




Ministry of Culture and
Information Policy

Internet Army &

|

. IHTEPHET BIFICbKA
YKPATH

“Defend Ukraine as you can - fight on
social networks!”

https:/t.me/ivukr

IHTepHeT Bincbka YkpaiHum
153 738 subscribers

®: BonoHtepu — Coumepexi
244 subscribers

share link ls)
nttps://t.me/Ivukr

description

3axuuianTte YkpaiHy, 9K MOXeTe — BotonTe B coumMepexax! byae aktyanbHa
iHpopMaLis Npo BiNHY, 9Ky Tpeba onepaTUBHO NankaTu, LUEePUTK, BiaMiYaTh B
couMepexax.3BOPOTHIN 3B'930K — @ivukr bot



https://t.me/ivukr

Ministry of Culture and
Information Policy

Centre for Strategic Communication (CSC)

The Centre for Strategic
Communication was established

under the Ministry of Culture and ] . .
Information Policy of Ukraine as one of Centre for Strategic Communication

‘ About us News Research & Analytics Events ™ ua

the mechanisms for countering
disinformation through the joint
efforts of the state and civil society.

) ; . ) & mE—
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.THEY PRITEDTTO H )

How Russia tried to
g. ' “frame” Ukraine for the
L terrorist attack in Izhevsk

- “ 15 people, including 11 children, became victims of
. -{I the mass shooting in school No. 88 in...
T e AR T R -
L "'dq
at

Campaign to Discredit
President Zelenskyy:
Exposed by Ukraine’s
Intelligence Service

WHAT HAPPENED Russia has established a new
organization whose main purpose is to set up a...



Civil Society initiatives




Fact-Checkers and watchdogs Ukrainian media which reports in English

Learn to Discern (L2D)

https://www.pravda.com.ua/eng/
Texty.org.ua

“Verification” bot by Gwara https:/www.ukrinform.net/
Media

VoxUkraine https://english.nv.ua
StopFake

https://kyivindependent.com/

nstitute of Mass Information
Detector Media

JkraineWorld

Hybrid Warfare Analytical Group
(HWAQG)

We are Ukraine



https://www.pravda.com.ua/eng/
https://www.ukrinform.net/
https://english.nv.ua/
https://kyivindependent.com/

Ad-hoc Initiatives




IT Army

More than 300,000 IT
specialists volunteered their
skills to help send DDoS
attacks to Russian state news
and government websites.

— MIEEE BACKCHANNEL BUSINESS CULTURE GEAR MORE v SIGN IN SUBSCRIBE

MATT BURGESS SECURITY FEB 27, 2822 3:25 PM

Ukraine’s Volunteer ‘IT Army’ Is
Hacking in Uncharted Territory

The country has enlisted thousands of cybersecurity professionals in the war
effort against Russia.

Q

ﬂ Mykhailo Fedorov y
1 ©@FedorovMykhailo

We are creating an IT army. We need digital talents. All
operational tasks will be given here: t. me/itarmyofurraine.
There will be tasks for everyone. We continue to fight on
the cyber front. The first task is on the channel for cyber
specialists.

t.me
IT ARMY of Ukraine

You can view and join @itarmyofurraine right away.
1:38 PM - Feb 26, 2022

Q 86Kk O Reply (T Share

Read 314 replies



Humor and memes

Types of Headaches

Internet memes have
grown into real
Information weapons

during the war, raising . Migraine  Hypertension
morale, uniting ond Ay S RS s ”~ .
Ukrainian civil society, —2 S ey ¥ | Y"
and ridiculing Russian o

. o e RN - Living next to
propaganda, while also By Stress Russia
keeping the R v 5 e a “ ~'

International
community’'s attention
on Russian aggression.

TiEH e




Thank you!
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